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Are You Smarter than a 5th Grader?

Insulators, Conductors and Semiconductors

Conductor

Bardeen Cooper Schrieiier

BCS Theory

[he Nobel Prize in Physics
1956

Three American physicists, John Bardeen, Walter H. Brattain,
and William Shockley, were honored last month in Stockholm,

o

where they were jointly awarded the 1956 Nobel Prize in
Physics for “their investigations on
Willam radford — john Bardesn Wl Houser discovery of the transistor effect”.
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Semiconductors power the world

“semiconductor industry is an irreplaceable enabler of tens of
trillions of dollars of annual economic activity worldwide”

Mobile Wearable Medical




Silicon is the building block of Integrated
Circuits/semiconductor chips

|ICs contain billions of components: resistors, capacitors, transistors

Wafer and integrated
circuit die

: \ > Integrated
~.J circuit chip
(die)

Wafer
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Transistors: logic gateway |1
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|C classification

Memory chips

Microprocessors (CPU, : Vo
GPU) Analog chips

System on Chip
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C-MOS: dominant technology for constructing IC
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The CHIPs Act

~$50 Billion for workforce, reshoring, R&D

Chips were invented in America

CHIPS

for AMERICA

But most chips are made outside of the U.S.

Logic chip production by country, 2021 Memory chip production by country, 2021

o

Hational Institute of Standards and Technelogy | U.S. Department of Commerce B



The CHIPs Act

CHIPS for America Vision

Economic National Future
Security Security Innovation
This act enables us to build This act enables us to bring Chips are key to the
maore resilient supply chains the most sophisticated technologies and industries
for important components. technologies back to the of the future, so we need to
us. be at the forefront. This act

will ensure long-term U.S.
leadership in the sector.

National Instifute of Standards and Technology | U.S. Depariment of Commerce 7



The Center for Semiconductor Manufacturing

https://csm.arizona.edu/

Mission and Vision

Mission

To coordinate and facilitate an institutional focus on meeting the needs of commercial and defense stakeholders and
securing the needed external resources to develop multidisciplinary R&D solutions and workforce training programs

that are responsive to semiconductor sector needs.
Vision

To connect and mabilize the University of Arizona’s community of faculty and students to develop advanced
technology solutions and workforce training programs for semiconductor manufacturing that advance sustainable
economic development, national security and to expand the number of well-paid jobs in Arizona.
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The post-Moore world

Log (transistor number)
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Novel computing parad{gms and application pulls

* Big data

* 10T and trillions of edge sensors

* Deep learning and artificial intelligence
* Exascale supercomputing

* Robotics and autonomous systems

Beyond CMOS

w Emerging Architectures
= Emerging Devices / Processes
2 o= Emerging Materials

I l L > Size

100 nm 10 nm 1 nm

THE INTERNATIONAL ROADMAP FOR DEVICES AND SYSTEMS:
2022

https://doi.org/10.3389/fmats.2023.1224537 COPYRIGHT © 2022 IEEE. ALL RIGHTS RESERVED



Challenges and Opportunities

Chiplets, SoC and heterogenous integration

“Companies are now talking of "chiplets" comprising smaller "building blocks" to be mixed and matched much like Lego Blocks creating
new flexibility in design and production. Intel, TSMC, Samsung, Arm, Qualcomm, and others have come together to establish standards for

building these chips. Mediatek and Nvidia recently announced a collaboration on chiplets.”

Post-silicon technologies: low-D materials, high band-gap semiconductors
Beyond CMOS: new avenues using photonic, spintronic and bio ICs
Al—specific ChipSZ “Al chips include graphics processing units (GPUs), field-programmable gate arrays (FPGAs), and application-

specific integrated circuits (ASICs) ?

Hardware security

electron to devices (e2d): Multiphysics, multiscale algorithms (materials & manufacturing)
Al for generative design of ICs

Computer vision for defect detection

New computing paradigms (neuromorphic, qguantum and quantum analog)

New approaches for hardware security

https://www.linkedin.com/pulse/gordon-moores-law-hits-technical-limits-lego-inspires-
kumud-goel-fgozc?trk=articles_directory



‘Neu’ computing paradigms in the Post-Moore era:
Xiaodong Yan



Challenges in

arise in leveraging

applications

Ever growing pressure for data size

Brontobyte
6 1.7 MB/s Digital universe
* of the coming
decad
ecades 1027
> N -
Yottabyte
Zettabyte Digital universe

In 2020 50/B of data TODAY!I
was created

] 021 1 024
Terabyte
EA Games generate
o0TB daily Petabyte
101 2 101 S Google’s self-driving car
1 09 generate 2PB/year

Gigabyte iPhone storage 256 GB
Seagate and IDC Global Datasphere

Energy cost in data manipulation

e Data transmission
 Data processing

9%-15% of Energy

.' x 300 years

Ty =2

Vidal J, Climate Home News, 2017
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Supercomputer vs. Human brain on energy and area efficiency

von-Neumann Computing Human brain

Blue Gene/P

V.S.

20 Watts, 10'S synapses,
10" neurons,
106 synaptic events/sec

1.4 M Watts (>500 times average household
power consumption), 8192 processors,
10° synaptic events/sec (10° flops)

16



Area efficiency...

Supercomputer

Human brain

17



Can we make our computing hardware as
efficient as the human brain?

18



von-Neumann architecture and the “von-Neumann bottleneck”

von Neumann architecture

Central Processing Unit

Control Unit

Input
Device

Output

Arithmetic/Logic Unit )
Device

Memory Unit
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von-Neumann architecture and the “von-Neumann bottleneck”

von Neumann bottleneck

CPU

a human: 3.5 gallons a day 350,000 gallons of water a day

20



Neuromorphic computing: an efficient computing paradigm inspired by the brain

von-Neumann bottleneck

R

(a) von-Neumann computing architecture
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(b) Neuromorphic computing architecture
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Neuromorphic computing: an efficient computing paradigm inspired by the brain and

Dendrite leuron/Soma

,

2 |. : ]IH\ - - Ilf \\..

Synaptic device Kernel device Neuronde lice
v-w Filter Fire
S N—
_} _}
Integrate Integrate

Plasticity/weight ntegrate/filter Integrate/fire
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An example: moiré synaptic transistors

Moiré Synaptic Transistor with Room-
Temperature Neuromorphic Functionality

X.Yan, Z. Zheng, V. K. Sangwan, J. H. Qian, et al., Nature, 624, 551 (2023).
Collaborators: S. E. Liu, K. Watanabe, T. Taniguchi, S. Y. Xu, P. Jarillo-Herrero, Q. Ma
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Semiconductor Chips for Neuromorphic Computing: Computing-In-Memory

Single Array Demonstration

Top slectrodes
RARENROR N
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Co-design of software and hardware

Mathematical Neural Network Hardware Neural Network

Synapse
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‘New materials in the Post-Moore era:
Brian Kim



Next-generation 2D/quantum materials and devices

Advanced
device platform

Emerging Next-generation Neuromorphic

nanophotonics photovoltaics Quantum technologies



mailto:briankim@arizona.edu
https://kim-labs.com/

Advanced device platform

In-situ straintronics Programmable
& twistronics metasurfaces
Advanced . 4 ‘\
device platform N
/
.
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L. Wang et al., Science 342, 614617 C. N. Lau et al., Nature 602, 41-50 (2022)
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Novel materials platform

Ultra-high vacuum
vdW stacking

X

BN-G-BN

2D materials
(graphene, hBN,...)

Complex oxides
(SrTiO,4, LaAlOs,...)



Novel moire systems

New moiré symmetries Reconfigurable twisted
(100) (110) (111) Mott memristors

Response ~ Light/voltage
1 ~ ~pulse

Et _REd
DOl/—\ F

>\ Twist-controlléd
to near transition‘

Twisted (multi-)ferroics

_ _ Bulk Interfacial sliding
Stronger & tunable potential modulation ferroelectricity  ferroelectricity
vdW-vdW Oxide-oxide 3
s BRI + 5SS
e Tunable 0000000 .._\ .).

~10 meV/A2 S ~100 meV/A2




Al-Driven Materials Discovery and Design
Patrick Lohr



Accelerating Materials Design

Computational, experimental or theoretical verification

l & Machine Learning
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Schleder, G. R. et al. From DFT to machine learning: recent approaches
to materials science—a review. J. Phys. Mater. 2, 032001 (2019)
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The Materials Project Database

MATERIALS ol
PROJECT el

Lawrence Berkeley
National Laboratory

https://next-gen.materialsproject.or



The Materials Project Database

The Materials Project by the numbers

MATERIALS REGISTERED USERS

154,718 400,000+

INTERCALATION ELECTRODES CITATIONS

4,357 19,000+

MOLECULES CPU HOURS/YEAR

172,874 100 million

Number of Material Database Entries

i
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Molecules
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Graph Neural Networks (GNNSs)

nodes (or verticles)

.i

o7 o 4
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edges
‘J .
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©

Structure—Property Relationships

Merchant, A. et al. Scaling deep learning for
materials discovery. Nature 624, 80—85 (2023)
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GNNs for Materials Exploration (GNoME)

a Structural pipeline

GINN € e e e e e
— —> — —> Stability

Candidates Graph —> Energy models

> \ )

— > <
:_*CD DFT GNoME —>| 2.2 million stable structures
i Compositional pipeline database > /

: @ < ] > Interatomic potentials
! O NN : \ y
JENTETI o e ;

Candidates Graph AIRSS

Repeat for rounds of active learning

‘ ‘ G o 0 g I e D e e p M i n d Merchant, A. et al. Scaling deep learning for

materials discovery. Nature 624, 80—85 (2023)
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Number of stable materials

Material Stability

Q @
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Merchant, A. et al. Scaling deep learning for
materials discovery. Nature 624, 80—85 (2023)
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Thin-Film Semiconductors (My Work)

Metal Halide Perovskites High-Throughput DFT Surface Properties
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Automated Synthesis (A-LAB)

,1

-

Szyﬁanski, N. J. et al. An autonomous laboratory for the

accelerated synthesis of novel materials. Nature 624, 86-91 (2023)
39



/A, Automated Synthesis (A- LAB)

Computations Text mining Robotic synthesis

~ N 7 N\ i
Materials Project DeepMind
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Device/Chip
Si, WBG

SoC, Digital, RF, Analogue
Opto, Mixed Signal

Back to Basics e

Scale: nn-um

Package
SiP, 3DIC, BGA, Flip-Chip
WLP (Fan-in, Fan-out)
Interposers, TSV's
Solders, TIM, Wirebonds
Scale: um-cm

Board/System
Organic, Ceramic, etc

. 4 .
PhVSICS,scale . * Heterogeneous Structures

Market Applications

* . * Thermal Management . loT&W bl
MOde""‘g and o Sub-Systems, Enclosures . D:oblle ;g:?(ef
= = * IPAD, Radar, Lighting, etc «  HPC & Data Centers
SlmU|at|°n * Scale: cm-m *  Medical & Health

Automotive

Aerospace & Defense

Thanks to
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HETEROGENEOUS
INTEGRATION ROADMAP

2021 Edition

-
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H " — m | Chapter 14: Modeling and Simulation
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Semiconductor Manufacturing: A deep dive

Wafer
Preparation

Fabrication
Processes

Packaging

metallization

Oxidation

Diffusion

Photolitho-
graphy

Chemical-
Vapor
Deposition

lon
Implantation

* Typically several hundred to thousands of steps to complete a modern
device!



Wafer Manufacturing

* Czochralski (CZ) Method

* High purity silicon and selected
dopant are melted in large
crucible

* Seed crystal of known crystal
orientation is dipped into melt
pool

* Seed and crucible are counter-
rotated while seed is slowly
drawn upward from melt surface

* Silicon solidifies into large
cylindrical ingot which is sliced
into wafers which are polished
and processed further

Seed

Single Crystal Silicon
Onartz Crucible

Water Cooled Chamber
Heat Shield

Carbon Heater
Craphite Crucible
Crucible Support

Spill Tray

Electrode

Czochralski (CZ)
crystal growing



Chemical-Mechanical Planarization (CMP): Need for
multiphysics modeling for process optimization

Down Force

* CMP is used to remove excess l'
material and planarize/polish wafer
surface after different processing
steps
Carrier

* Uses both mechanical force Film —
(pressure, abrasives) and chemical
means ﬂetch chemistry) to remove
materia

* Wafer is placed into carrier and Platen
pressed into polishing pad while
slurry (etchant + abrasive) is
dispensed onto pad

* Both the wafer carrier and pad are
rotated during planarization

* Slurry chemistry and abrasives are
tailored to material being removed

Wafer Carrier




Clean

Spin Substrate

Wafer Cleaning: accounts for 30 % of processing steps

ing Agent \ | Dispensing Head

Single Wafer Bath

high yield (>> 95%) required for manufacturers

to remain competetive
Cleaning steps used to remove contamination
and prepare surface for next step
* Form native oxide (hydrophilic), Si-H
termination (hydrophobic), etc.
Wet Cleaning
* Single wafer or batch process using
agueous chemistry
Dry Cleaning
* Plasma-based clean steps to remove
contamination
Supercritical CO, Clean
* Good for high aspect ratio structures



Wafer Cleaning: accounts for 30 % of processing steps

Defect density DO (< 0.09 /cm?)

5nm DO Trend = Al-leading the way
1. Advanced Process Control (APC):
o Data-drive real-time monitoring & control
g 2. Machine Learning for Predictive Maintenance:
5 o2 Downtime minimization via predicting potential failures
S 3. Smart Manufacturing and Industry 4.0:
e T re— Data-driven decisions for operational efficiency

4. Defect Detection with Computer Vision:
Identifying defects during manufacturing

5. Statistical Process Control (SPC):
maintains consistency and reduces variability

https://www.linkedin.com/pulse/enhancing-semiconductor-yield-innovative-solutions-optimal-
performance-gx1ef



Thermal Oxidation

i daion avern

Hydrogen * Forms insulating regions

Waler
gnn

protect wafer surface during
Oldation oven

other processes

 \Wafers are loaded into a “boat”
and placed into furnace

* Furnace is heated in “dry” (O,-
only) or “wet” (O, + steam)
conditions and exposed Si
oxidizes

y * Temperature, time, and
conditions are adjusted to
achieve desired oxide
thickness




 Wafer is coated in a photoactive
film that reacts to particular

wavelengths of light

* Wafer is exposed with light
passed through a patterned
photomask to transfer the image
to the photoresist to create a
positive or negative image

* Resist layeris “developed”
remove unwanted resist and
leave desired image structure to

be used in subsequent
processing step (etch,
deposition, etc.)

Photolithography

Photoresist ——» "
Si Substrate —— [ ¢ el Coating
S—— iy
Exposure
eeeeeeee
1_ %_l
= Aqueous Base
I—I L | Development
| . I:_ " Transfer

—

g UV Light Source

Collimating Lens System

Image

I e E— 4 Mask/Reticle + Pellicle

Reduction Lens System

€ P Substrate with Photoresist Coating

Traditional Photolithography

Photolithographic Process

P strip

Reduction

i
1 Mirror System
] ‘v-‘ u
& i o

- ] 7
. | Y '
¥enon Plasma - Sy lI|| ] I'vl., fl‘:.' "I|
Emits EUV ¥ | Ay W
/Y X\
Condenser J i e
Mirror System |\¥ | Resiston
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EUV Photolithography




ML in Lithography Hotspot Prediction

* High feature density can lead
to defects in lithography, or
“hotspots”, that can transfer to
subsequent process steps

* ML algorithms takes in design
level layout diagrams and
corresponding SEM images
and learns to predict where
real hotspots or potential
hotspots will occur and

= b
' enerate a predicted SEM
Layout SEM G.T Segnwntalion Generated SEM g
Predictio .
Fig. 5. Exmp] 1 f the test dataset. Real ].mdpd dh p(‘\EIIE.‘]d ted by blue b( dgbo "BEMGTlmgsandb)‘rcd:mdycllnw II I lage
bounding box generated §E\"I |rn.ag whi h e final outputs of model, n p vely. G.T represents d trut h In on prediction maps, yellow
boundin Imxc\ pr f Ise positives (pote l hotspot region m) in segmentation prediction rn.ap

Kim, Jaehoon, et al. "Hotspot Prediction: SEM Image Generation With

Potential Lithography Hotspots." IEEE Transactions on Semiconductor
Manufacturing (2023).



(a) (b)

&~ Photoresist =
<+ Film —

4= Substrate =P

Anisotropic Isotropic
(dry etching) (Wet etching)

magnetic coil

Etching

Microwave

supply
(2.45 GHz)

gas inlet

——— wafer

bias su
(13,567

Igaﬁ uur].ﬂ,
pump

i)

Material is removed from areas of a
wafer using “wet” or “dry” etching
methods

Wet etching introduces a wafer to a
chemical solution formulated to
attack the desired material

* |sotropic in non-crystalline materials

Dry etching utilizes plasma
chemistry to attack a specific
material (allows for directional
etching)

* Anisotropic etching, good for small
features

Prior lithography steps allow for
specific patterns to be etched into
layers on the wafer



Finite Element Analysis in Wet Etch Processing

Derek Bassett et al 2015 ECS Trans. 69 159

x107° | ; x10° [, ' ' | x10° [ 4 ' | .
1 I - I -
0.1 x107" 0.1 x107" 0.1 | x107®
i 4.5 i 4.5 i 4.5
0.2 ! . 0.2 ! 1. 0.2 ' 1
E | E ' = E |
= Q.3f ¢ = 0.3 | = 0.3 |
v : 35 o : 35 o : 35
= 0.4 3 0.4+ 3 0.4+ !
g | >3 | >3 | >
5 -0.5, 2.5 5 -0.50 ., 2.5 5 -0.50, {Nz2.5
[ 1 w I i I
B .06 ! 2 5 -06 ! 2 5 .06 ! A K
£ i s i s i
én 0.7 ! 1.5 E. 0.7 ! 1.5 E 0.7 | 1.5
0.8/ ! 1 0.8 1 0.8 ! L
0.9 [e-s 0.9 | [e-s 0.9 | {103
: : : -0
-1 -1 -1 . . |
0 ::lxmT 0 ::lxmT 0 2 4 x107
radlus [m] radlus [m] radius [m]

Figure 6: Etch profiles for simulations with varying outer liquid flow velocity showing
mole fraction of Si(OH)s. The left image 1s at 1 = 0 s, the middle image 1s at 1 = 830 s,
and the right image 1s at 1t = 1660 s when etching of the SiN 1s complete. This 1s an
example case for all the SiN layers etching at the same rate, indicating a reaction-limited
etching process.

* FEM analysis allows for predicting etch profile progression and concentration profiles of byproduct
under various conditions

* Predictability can help avoid structural defects and make the process engineer’s life much easier



Modeling Plasmas & Etch Equipment (Monica Titus)

Hybrid models are utilized to capture macro-scale plasma behavior in equipment and feature-
scale behavior at plasma-surface boundaries

Example of hybrid-
model structure

Example of 2D global plasma
model & plasma specie densities

Reactor Scale

rﬁJk Plasma

at

Sheath [+

I! Wafer He
Transport

lan Transpart

Electromagnetics (EM)
Mosdule

| Feature Scale |

Electron Trans port

and
Reaction Module

NI

Meutral Transport
and

and
Reaction Maodule

Reaction Module

Fig. 6. A methodology for modeling plasma reactors by braking the
problem into smaller parts. (Top) From the reactor, to the feature, to the
atomic scale. (Bottom) Modules used for reactor scale model.
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FIG. 3. Plasma proparties during the oxidation step for the base case condi-
tione (500 W, 10 MHz, 2 Torr, ArfO, = 411 at 5 sm). (a) EADE fir Ar*, 03, and O
atoms. (b) Fluxes of reactants 1o the wafer. The nofse in the fux of A" s a
result of the statistcs of the Monle Carlo simulation used for secondary
algctrons.

https://www.chee.uh.edu/sites/chbe/files/fa
culty/economou/tsf_00_review.pdf

https://cpseg.eecs.umich.edu/pub/articles/JVSTA_39_052403_2021.pdf

https://cpseg.eecs.umich.edu/pub/articles/JVSTA_39_0
52403_2021.pdf

Example of Energy & Angle
Distributions from Bulk Plasma

Plasma & hardware simulation
results help process engineers
estimate properties that affect
feature profiles

Reaction probability
Incident Angle
Reflection probability
Sticking coefficients
Flux uniformity
Specie uniformity
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Modeling material evolution (Monica Titus)

Molecular Dynamics (MD) and Hybrid Models illustrate etch, mixing, deposition, adsorption, implantation, and desorption
affects, among others, on substrate materials. The generation of mixing layers, contaminants, and surface roughness, help
process engineers mitigate undesired effects or target desirable results by appropriate hardware and chemistry selection.

Hybrid Simulations:

Global Plasma Model + Particle-in-Cell Monte Carlo MD Simulations

Si/NF Si/C,F.* Si0,/NF,* Si0,/C,F.*

—— AR=4

=g::|5|-og::v Cycle 2 Cycle 5 Cycle 8 . AR=2
R

— i
AR=4

—
AR=6

—
1 i AR=8

por T e l—T—— 11 cycles 17 eycles 20 cycles 23 cycles

b) WFR WSO, [ Hard WFoymer Il SOGF . ——
o https:/ ENCoRTE 577 =TT ~ -
. ; ; T

29/46 cycles 21/34 cycles

Ay B

L

&
|-
="
-

e
-

Depth (nm)
Afy

a)

4 O

https://cpseg.eecs.umich.edu/pub/articles/)VSTA_39_052403_2021.pdf https://cpseg.eecs.umich.edu/pub/articles/JVSTA_39_033003_2021.pdf (a) (b) (c)

Example of MD simulation incorporating particle physics and
chemistry to demonstrate etch of Silicon under various
chemistries and the thickness of the mixing and damage layer
that results.

Example of Hybrid simulations incorporating global plasma models with PIC-
MC simulations to demonstrate specie distribution, uniformity, and profile
evolution during atomic layer deposition and etching conditions.
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Doping

lon lon

* Group lll or Group V elements are (i
added to silicon to enhance \ \ L Pates  Plaes
conductivity by introducing excess A
electrons or holes (forming %

source/drain regions, n- or p-wells)

* lon implantation

* Dopantions are introduced from anion
source and are accelerated through an N
E-field toward wafer surface to deposit L ) (lecircal grounec)
a dose of dopant atoms fon Sauree ._

* Depth profile of dopant determined by
current, accelerating voltage, and time
* Diffusion Doping

* Wafers are loaded into furnace similar
to that in oxidation and dopant gases
are introduced to chamber

* Dopant diffuses into exposed areas
under high temperature conditions




lon Implantation Optimization via Machine Learning

| Lateral Movement
Beam
} Wafer
e —

Lang, Christopher I., et al. "Intelligent Optimization of Dosing
Uniformity in lon Implantation Systems." IEEE Transactions
on Semiconductor Manufacturing 35.3 (2022): 580-584.

Implantation (Normalized)

1.05

0.95

0.9

0.85 o : L .
-150 -100 -50 0 50

Constant Speed. NU = 5.40%
-Tune 1. NU = 0.82%
Tune 2. NU = 0.66%
Tune 3. NU = 0.33%

Time (Normalized)

!

Wafer Position

100 150

3
Constant Speed
Tune 1 Times
Tune 2 Times
2.5 Tune 3 Times
2
A
11
1.5 |
! " i
| : ot A
b v ,
1 W
05t 4 Y,
W
0 I 't I
-400 -200 0 200 400

Beam Position

* Using ML to account for beam shape and intensity and ensure uniform spatial dosage

* ML increased uniformity include spatial variation of implant time across wafer



Deposition

.é, — * Physical Vapor Deposition
s T * A solid source of material is thermally
~Targer evaporated or sputtered and the
/ I \ rem resulting vapor condenses on the wafer
Spu(t;tae;mg — '—_> to fOrm a thln fll.m
Thin Fim e * Chemical Vapor Deposition

* Wafers in a reaction chamber are
Fisacliongas inist introduced to precursor gases that

Heater

react and deposit a solid film on the
/ / Reaction chamber Su rf ace

L "\ * Atomic Layer Deposition

s * Special-case cyclic CVD process using
Substrate frame and substrate typ ICa ll_y tWO p recursors

* Precursor A introduced to form
Mag g ¥ R = monolayer on wafer, then precursor B
VIR e vy nireduced o ot Sgother monolayer
* Used for very thin layers of dielectrics
o 0 T 4 0 (like rtlgh-k gate oxides) and some
00ePePeleBeePeBeely Uil W WS W W W W metals




Current
Source

Metallization

Growing Copper Ring
Substrate Copper Film Cathode

i \ [nsulating Substrate Holde -

* Electrochemical depositionis

used to deposit copper in metal
layers on wafer (other metals can
also be deposited with ECD)

Low-k dielectric is deposited
onto wafer and patterned to form
areas for metal lines between
devices

A barrier layer (TaN/Ta) and a Cu
seed layer are deposited, then
wafer is introduced to Cu-
containing solution

As current is passed through the
electrochemical cell, wafer acts
as the cathode and Cu is
deposited



Packaging

Packaging is important to optimize
thermal/electrical/ mechanical
environments for given application

attached to substrate

Electrical connections between
substrate and die are made by
wirebonding

Die is encapsulated and electrical
terminations on package are formed

More sophisticated packages can
iInclude multiple stacked die
attached together through vias and
BGAs or wirebonds (System-in-
Package)




Interconnection

Performance

Space Usage

Cost

Packaging: from 2D-2.5D-3D

-

2.5D Packaging A

3D Packaging

2D IC Packaging

2.5D IC Packaging

Wire bonding or flip-chip  Silicon interposers with

technology

Limited by interconnect
length and complexity

Requires more space

Relatively low

smaller bumps

Increased capacity and
performance

Less space than 2D
packaging

Higher than 2D packaging

3D IC Packaging X%

Vertical stacking of dies
High performance due to
shorter connections

Least space usage

Highest among the three

Heat Management

Manageable

More challenging than 2D
packaging

Most challenging due to
vertical stacking

https://techovedas.com/what-
is-2d-2-5d-3d-packaging-of-
integrated-
chips/#:~:text=2D%201C%20P
ackaging%3A%20Components
%20are,improved%20perform
ance%20and%20power%20eff
iciency.



Thermo-mechanical models for ‘packaged systems’

& _
= Top view
507 W 21 ¥ 15 mm
DREAM
18 W
-
75
SRAM —| ’_‘ |7 70
12w 65
o LI
60
Microprocessor E‘ EAIE
: 47T W ﬂ \E‘ |£

(a)

Max: 97.4°C

h 95
' ;

". . Thermal profile of a ‘single’
o transistor (cadence.com)
FEM model of a 3D stack How do we dissipate the heat?

IBM J. RES. & DEV. VOL. 52 NO. 6
NOVEMBER 2008



Hardware Security in the Age of Al and Emerging Semiconductor Devices
Soheil Salehi

Assistant Professor of Electrical and Computer Engineering (ECE), The University of Arizona
Director of Privacy-preserving, Intelligent, and Secure Computing Laboratory (PRISM Lab)
Email: ssalehi@arizona.edu; Website: https://soheilsalehi.com/

THE UNIVERSITY
OF ARIZONA
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Threats on Hardware Supply Chain and Al Algorithm

oo®

O Hardware security is questioned due to: WH.GOV a

= Emerging attacks and globalized fabrication supply chain.

= Trojan, IP theft, IC Cloning, Counterfeiting, etc. FACT SHEET: President Biden
[ Vulnerability of Transformer models: Issues Executive Order on

. Safe, Secure, and Trustworthy

= Dependency on large-scale training datasets Artificial Tntelligence

= Vulnerability to adversarial attacks —

= Complexity of the hardware accelerator WH.GOV @

= Lack of transparency

. . . . FACT SHEET: President Biden

 Threats affecting the integrity of Al accelerator chips: Announces New Actions to

= Side-Channel and Probing Attacks Strengthen America’s Supply

Chains, Lower Costs for Families,

= Reverse-Engineering Attacks and Secure Key Sectors

= Fault Injection and Focused lon Beam Attacks
= Hardware Trojan Attacks

Training Dataset Source of Threats:
§> g P % €3 % Almost Everywhere!
A PR b A Y e — Stiag
L= s . .
E % $ > 8 F3A), ~ Attacker o S
QA3 DT SN
o 4 b Reverse Engineering Model

Poisoning
Al Chips

AlAlgorithm || = = = = = — — m m m m e — e — e mm - ==
Design & Training

Devices

~ 0k, T
Vout
ixed Layer

=7
Vin 4
- 1 " .
Realeri(e: Tunneling Oxide
Path ; Free Layer

Engineer




OASIC: Optimized and Automated Secure IC Design Flow

Reconfigurable Interconnect and Logic (RIL) Blocks:
v' High output corruptibility and dynamic morphing mitigate

reverse-engineering attacks.

Symmetrical MRAM LUT (SyM-LUT):
v' Low power variation mitigates Al-assisted power side-

channel attacks.
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OASIC: Optimized and Automated Secure IC Design Flow: Simulation Results:
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Fabrication

Activation of IP

(D) ={2, 3}.

* Scalability: Design Size (1) = Overhead (V)
* Overhead: Area =<1.15 and Power =<1



Secure Al Hardware Accelerator Design using Post-CMOS
Devices

Semiconductor Supply Chain Threats on Al Accelerators:

Simulation framework and process flow:

Hardware Security Threats 45nm
PTM
D o MC Simulation M"fe'
00:. @@ . AN on Device N N
= . ; . : : : Verilog A Parameters , Simulation
Fault Injection  Reverse Engineering  Side-Channel Analysis ~ Hardware Trojan based adding PV Extracting HSPICE Results:
SOT-MTJ > corresponding > SOT-MTJ lreag. read
Devices Circuits Systems MATLAB | [WrL Le, T Rap, Re, and Model -
TMR V. ode duration, and
Model alues - .
8o switching behavior
% Introduce targeted in presence of PV
=, bitflips
G e 22 |
o | Training |
= [ Weight and i |
. | datasel,  MATLAB BiasgArra s 7| testDBN.py Error Rate (%)
Y () I (trainDBN.m) ¥ |
== | ] () | )

On-Chip Memory

Flow diagram of the sensitivity and threat a

nalysis approach:

Fes/rebial 140
fi {E, 4 .—F, ‘; iy | Inaccurate  * |1 o | _read
47lsolgdaoy I::l\v Recognition .
j . y £17 ‘ f; t ANN Increased error rate ool Nm. I_crit_sw
222233¢430 L ] for some digits. < g (APto P)
2a2%073857 L N 360
Subset of MNIST .-~ A T
Dataset = _840
20
| g Sz 5 E "Aﬂgcts the ANN 0 0
g B el A Inferenee 07508085090951105111213 0750.808509095110561.11213
il . T,y (nm) T, (nm)
et e (a) (b)
Weight Matrix SOT-MTJ device read current (/,,,,) variation with change in oxide
\ — : 1 [ 9 [3 2 [3 2 [ 9 b b
mmm { | sittips at the target layer thickness during (a) ‘AP’ to ‘P’, and (b) ‘P’ to ‘AP’ switching.
Bit-Fli i . . . .
g s 1 Uniformly change t,, from 0.75nm to 1.2nm without modifying the
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, netlist nor even having access to the circuit design itself. MNIST
TR . dataset with 0.05% of bit-flips in crossbar:
el R Process Variation at * Digits ‘4’ and ‘5’ show highest overall error rates of 85.71%.
the device level . .
Vel S * Digit ‘9’ has the lowest impact and ‘2’, ‘3’, and ‘8’ unaffected.




FANDEMIC: Firmware Attack Construction and Deployment on Power
Management Integrated Circuit and Impacts on loT Applications

Semiconductor Supply Chain Threats on firmware: Design framework for attack implementation flow:
DesignHouse e Chip Manufacturer ess OEM/ODM
: A - {ﬁ}.’ MAX20303
‘A lﬂ e,
O @ sl | e nRF52DK PENT  Buck2
52 iEd] = PO.9E | | SCL GND
> SDA/P0 26 | |
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= AIN4 | P0 28
ign, Wafer \3 _ D ‘@, GND R2
Verification, & Die Packaging Fabrication Firmware 24 MO
& Synthesis Fabrication &Testing & Assembly Installation MPX20100P
b A R1 (¢)
/ 4 'ﬁ? \ / 22xa —Ivoo
N —
A % . Vouto —W——"
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o N\ VWA v 1
) Hl | R2 J e
Firmware Attacker  Reverse 1 Update \ - W, 2.4 MO
Binary Engineering Firmware ‘ Eq
/
Flow diagram of the sensitivity and threat analysis approach: Simulation Results: Sensor Outputs vs Supply Voltage
. . B . 1219 — vout(v) [ 1600
* lIdentify addresses associated with Two-Wire Interface (TWI) ] o [
. R 1200
peripheral that nRF52 uses for [12C. _ 10 [T D T
. . . . g o] 1000 &
* Reverse engineer binary to locate Buck2 configuration. g g B
. . . 8 081 o
L[] . B L 0
Modify Buck2 configuration bytes and checksum. « Data corruption by P Bl , [ihaE
...... PRSI
altering sensor power 061 _FF A ib : e
original temp 1.8V 09.hex: . 051
0003 8D20: 30 30 34 32 32 32 31 41 37 30 39 44 46 38 30 46 0042221A 709DF8OF supplies. i : o
0003 80D30: 33 30 30 30 32 42 30 33 44 30 31 36 34 42 30 31 30002803 poleaB01] , F f~3.75% 15 20 25 30 35
0003 8D40: 32 32 43 39 0D OA 3A 31 30 42 33 34 30 30 30 31 22C9..:1 OB340001 rror rate o . (] Supply Voltage (V)
0003 8D50: 41 37 30 30 32 45 30 31 34 34 42 30 30 32 32 31 A7002E01 44B00221 .
0003 8D60: 41 37 30 31 33 34 42 30 39 32 32 35 41 37 30 33 A70134B0 9225A703 relative to pressure o 100 100
0003 8D70: 33 OD OA 3A 31 30 42 33 35 30 30 30 30 44 46 31 3..:10B3 50000DF1 . utputs averaged over samples with ms period
0003 8D80: 31 33 30 33 31 39 34 36 30 32 32 30 46 46 46 37 13031946 0220FFF7 reading at 2.9V for every P 9 P P
0003 8D90: 31 32 46 45 30 35 39 30 30 35 39 42 31 44 0D OA 12FE0590 059B1D.. . Config  Vsuppty D[Vow] Vouw  Pressure (Pa) % Error
0003 8DAO: 3A 31 30 42 33 36 30 30 30 30 30 32 42 30 38 44 :10B3600 0002B08D change in 0.1V of
0x10 1.60 545 048 61844  44.04
modified temp 3.8V _1d.hex: supply voltage. 0x15 1.85 635 0.56 72099 3477
0003 8D20: 30 30 34 32 32 32 31 41 37 30 39 44 46 38 30 46 0042221A 709DFBOF 0x1C 2.20 710 0.62 805.54  27.12
0003 8D30: 33 30 30 30 32 42 30 33 44 30 31 36 34 42 30 31 30002B03 D0164B01 0x22 2.50 810 0.71 91940  16.81
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0003 8DAO: 3A 31 30 42 33 36 30 30 30 30 30 32 42 30 38 44 :10B3600 0002BO8D 0x3D 3.85 1371 1.20 1556.19  40.80




Secure Generative Al Hardware Accelerator Design

Hardware overview of adaptable butterfly accelerator for
Generative Al algorithm and Hardware Trojan (HT)
vulnerabilities:

]
\" Adaptable Memory System 1 5 QK Unit
i

!

: Input Manager Off-chip Memory \ 1' Pox.

‘ i S

w { 1 1 ; [ mac |
nerfce | | [ &

|

(b) Butterfly Engine

(a) Hardware Overview

(c) Attention Engine

Sample HT-modified architecture of the butterfly unit with:

s’ o
| inty |n2m | w' | Wiy || in?y, m’m i || Wi Wﬁ. | iy, \irJ w'Z | Wi m’ |n2 | w“m Wi, |
\l
|n
Complex add,-fsub unit
HT Payload _l l—' @ @ HT Payload
HT Trigger .-ﬂ' I" l l '\ Ip‘q— HT Trigger

\_ Butterfly unit with HT inserted

EDA flow for inserting HTs in the hardware accelerator:

Butterfly Hardware
Accelerator (RTL)

Modified HT insertion EDA flow

—

Functional Verification

l

Synthesis

Butterfly HT
HT type and number . y
selection
l MAC HT
Replace selected units
with HT payload(s) FSM HT

l

FPGA
bitstream

Connect HT trigger
circuitry

Simulation Results:

M Original EModified =Loss B Original M Modified =Loss

80 80
70 i 70
=50 __60
= S
> 50 S S0
s 40 s 40
=3 =1
3 30 / 3 30
< <
20 20
10 10
0 0

1 10 20 30 40 50
Number of Trojans

(a)

1 10 20 30 40 50
Number of Trojans

(b)

Accuracy degradation for different numbers HTs within: (a) MAC
accelerator unit, and (b) Butterfly accelerator unit.

* Accuracy degradation of 5%-65% for varying numbers of HTs.

* Butterfly HT and MAC HT have negligible area overhead of 0.28%

and 0.29%, respectively.

* 0.0421% and 0.052% of test vectors triggered
* Butterfly HT and MAC HT, respectively.



HW-V2W-Map for Hardware Vulnerability and Risk Assessment

Flow diagram of the Hardware Vulnerability to Weakness Mapping framework for risk assessment and root cause analysis:

p Dataset Preparation - [Data Preprocessing Pipeline]— \ ,[ Machine Learning Models }‘ Model Prediction

f
| BL CUE RS I K, : I ~ “B_0 ! }
w3 - - = | = © E> y c 2 I
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I g § | Knowledge & Metadata ! 2 E I Z ' 33 Model A © 55! Prompt <: tm |
| o = | g =W | = @ 5 5 AT = D = - 1
I | a g}_ I Simplify CWEs Generation&OntoIogy-l S I Model Training | X Fine-Tuning o Prediction = u?) | Engineering / Response |
| 1 @ | W/ parentCWEs  based Storytelling : o | | ﬁ g= G : 8 |
i LAY
: N 4\ ! | !
1 | 1 I X b | | |
| | I | I \ J I 1
: : : : ! I I 1 I
2 1 |
I Hardware Weakness & : | Features Window Based : | Window Based Model 1 Interpretable : |
| Vulnerability Dataset | Selection Data Partitioning | CWE Datasets Selection ) Naive BERT Outcomes
N o o = = S 7/ - o e o e e = == \
Graphical User Interface for the HW-V2W-Ma Simulation Results:
p p
) Window-based ML-assisted Important HW CWE Prediction
v Demo: https://youtu.be/rdejfpFcqXk — _
. . T et . Time Training Testing Testing Mean Testing Mean  Testing Median
v' Repository: https://gitlab.com/yuzhenglin/HW-V2W-Map Window  R? Score  R? Score  Squared Log Err  Absolute Err Absolute Err
3-year 0.98 0.92 1.95 21.98 6.37
| LLM-assisted Mitigation | 2-year 0.97 0.86 1.78 2431 ()_.90
l-year 0.98 0.91 2.14 23.28 6.94

Window-based ML-assisted CVE CVSS Prediction

2 sm cveamaate sy

7 Model Evaluation  Evaluation  Evaluation — Evaluation  Evaluation  Evaluation
S = Name Loss F'1 Score  ROC AUC Accuracy Precision Recall
—— CWE-CWE 0.18 0.66 0.80 0.62 0.73 0.86
. CWE-CWE-Binary 0.44 0.81 0.81 0.80 0.68 0.79
- CWE-CVE 0.46 .84 0.84 0.83 0.84 0.85
CWE-CAPEC 0.51 0.79 0.79 0.77 0.77 0.83

* Predicting the relationship between CWE to CVE and CWE to
| P \ , : CAPEC is more accurate than predicting CWE to CWE due to
CVE Relevancy Graph [ cwe istribution fewer labels involved.



https://youtu.be/rdejfpFcqXk
https://gitlab.com/yuzhenglin/HW-V2W-Map

In conclusion

* Enormous R&D and workforce opportunities for ‘math’ inclined folks

* UA-CSMis poised to spearhead the growth of the semiconductor footprint on campus and in AZ
* More than 30 faculty across campus who would greatly benefit from the AM GIDP program

« Start talking to the faculty if you want to be part of the bandwagon

Acknowledgement:
Thanks to the internet for all the nice figures and blurbs
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